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A new approach to ensuring information security is proposed for using in the 
zone of direct radio visibility. The approach is based on a direct analogy 
between radio and optical radiation. In the latter case, information protection 
can be ensured by identifying the point or direction from which the signal 
comes; all other light sources are cut off by the observer. It is shown that a 
similar method of information protection can also be implemented in the radio 
range, which corresponds to modern trends in the development of radio 
holography. The simplest scheme for detecting the direction to a transmitter, 
identified as “friend” is presented. Its operability is demonstrated by means of 
simulation modeling. Ways for the further development of this approach are 
determined, based on the fact that modern technologies make it possible to 
implement distributed reception of a radio signal (to use a relatively large 
number of receivers), which makes it possible to implement direct analogues 
of such optical elements as a lens, holograms. 
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1. INTRODUCTION 


Information security systems have been developing for a very long time [1]. Their history is 
inextricably linked with the creation of technologies that provide unauthorized access to information 
transmission channels; it would not be a big exaggeration to say that during the last decades there has been a 
continuous competition between information security systems and technologies for their “hacking” [2]. 
Cryptographic methods have continued and continue to improve, codes are being created that are increasingly 
resistant to unauthorized access attempts on [3], [4]. However, there is an important nuance: data transmission 
systems are gradually becoming an integral part of human civilization; therefore, the issue of information 
security is becoming more and more connected with the human factor. Coding systems can be arbitrarily 
perfect, but they do not and cannot have protection against dishonest actions of personnel by themselves. 
Simplifying, relevant information can always be sold on the black market if it is in demand. 
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Provided that information security systems are used by government agencies or large corporations 
with their own security services, the risks associated with illegal actions can be minimized. However, if this 
applies, for example, to small or medium-sized businesses that increasingly require individual protection, such 
methods are obviously unacceptable due to significant costs. Of course, it is theoretically possible to use 
information security systems provided by major players in this market, but in this case, the consumer of such 
systems runs the risk of becoming a hostage of geopolitical confrontation, which, which is no longer in doubt, 
is acquiring a long-term character [5], including the sphere of technology and education [6], [7]. As the 
experience of recent years shows, any guarantees based on purely market mechanisms that operated in a 
relatively short period of the heyday of globalization ideas are now, to put it mildly, being called into question 
[8], [9]. Therefore, the issue of information security systems that are resistant not only to remote cracking of 
codes (the actions of “hacker” but also to theft of key information, as well as to unfair use by software vendors, 
becomes relevant. There is no doubt that the risks of the latter nature are becoming more and more significant. 
The growth in the number of unadvertised “bookmarks” in software is associated not only with the activities 
of development companies, but also with the personal initiative of programmers who seek to create various 
kinds of “airbags” for themselves personally. 

In this paper, it is proved that a fundamentally new approach to information protection can be 
implemented, based not so much on cryptographic methods, but on the specifics of the nature of radio wave 
propagation. We emphasize that such a formulation of the issue is already actively discussed in the current 
literature [10]—[12]. In particular, the cited publications discussed the use of physical processes, the very nature 
of which excludes any unauthorized access to the communication channel. For concretization, the proposed 
method of protecting information is considered on the example of the problem of protecting the control of 
unmanned aerial vehicles from unauthorized access (“interception of an unmanned aerial vehicle”). 

This problem is of interest not only from the point of view of demonstrating the significance of the 
developed approach. Existing forecasts for the development of the technical infrastructure of megacities clearly 
indicate that delivery services (including those meeting the level of small and medium-sized businesses) will 
refuse to use hired couriers in the foreseeable future and will make every effort to maximize the full potential 
of unmanned vehicles. It is appropriate to emphasize that from a purely technical point of view (if we exclude 
issues related to legislative regulation from consideration), pharmacy retail chains are now able to move to a 
qualitatively new level of functioning associated with the use of unmanned aerial vehicles. Relevant issues are 
also discussed in the current literature [13], [14]. Consequently, in parallel, the question of “electronic theft” 
will inevitably arise, which, among other things, will pose a very unpleasant question for small and medium- 
sized businesses-whether they will submit to the dictates of large corporations or accept the risk associated 
with the actions of hackers. The technology proposed in this paper avoids both extremes. 


2. METHOD 

Explaining let us consider an “information security system” that is very easy to implement in the 
optical range. Three channels of information transmission are schematically shown at Figure 1. Each of them 
consists of a source and a receiver of light, and the observer’ eye can also act as the latter. 
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Figure 1. A visual illustration of the formation of secure communication channels in the optical range 


Such an optical receiver focuses on a certain point in space where the source is located. The presence 
of any other light sources, even of much higher intensity, will not prevent the observer from registering 
information transmitted, for example, in Morse code. Information protection is de facto ensured by the fact that 
the source of information is located at a certain point in space, due to which it is identified by the observer as 
“friend”. Radio waves are the same electromagnetic oscillation as the radiation of the optical range. Therefore, 
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from the point of view of the problems reflected in the introduction, it makes sense to try to implement the 
same approach, i.e., ensure the protection of information through the identification of a point (or area) of space 
in which the source of electromagnetic oscillations is located, identified as “friend”. 

In this paper, the simplest version of this approach is presented and ways of its further improvement 
are outlined. We emphasize right away that this method is focused on protection against interception of control 
of an unmanned vehicle. It is essential that in this case the throughput of the secure control channel can be 
made quite low. More precisely, the amount of transmitted control information is obviously limited by the 
operations that the unmanned vehicle can physically perform. From the point of view of elementary mechanics, 
therefore, it can be argued that it is sufficient to realize an information transfer rate corresponding to a frequency 
of several tens of Hertz. 


3. RESULTS AND DISCUSSION 
3.1. The simplest type of protection circuit for the sintrol signal of an unmanned vehicle 

The simplest version of the control signal protection circuit that prevents the interception of control 
of an unmanned vehicle is shown in Figure 2. This scheme implements the following principle. Inside the 
unmanned vehicle there are several receivers of radio waves. We will assume that their spatial coordinates are 
r;. Let’s denote the radius vector of the point where the transmitter is located as. Then the signals perceived by 
the receivers can be written in the scalar approximation as Ro. 


J, = A(Ro — 7) f (@t — kIRo — 71) (1) 


Where A is an amplitude factor that depends only on the modulus of the coordinate difference, f is an 
amplitude-phase function that simultaneously describes both the change in the phase of the wave as it 
propagates in space and the change in the signal introduced by the transmitter modulator, w is the circular 
frequency, k is the wavenumber (these parameters correspond to the carrier frequency on which the transmitter 
operates). 


Figure 2. The simplest version of the control signal protection circuit for an unmanned vehicle 


Let’s consider the difference J; —J;, assuming that |Ro| > |7;|. Consequently, within the area 
occupied by the unmanned vehicle, the factor A can be considered constant, then: 


Ji —Ji~f (ot — 9) — f(wt — @) (2) 
we will also assume that the inequality 2 > lr; - r;| for any i,j is valid. Such a choice can be implemented in 


practice by choosing the appropriate wavelengths or the geometry of the location of the receivers. In this case, 
one can pass from the difference (2) to the derivative and write as: 


ji -Jj~(gi - 9) <f (3) 
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using the decomposition of the scalar function |Rj — 7;| in a Taylor series, we get: 
k 
Pi — Pj) * ~~ Rol(r — 7) (4) 


relations (3) and (4), in particular, show that under the condition 2 > lr; = 7; | registering the difference of 
oscillations arriving at different receivers will give the same function, differing only in a multiplier. The fact 
can be expressed by an explicit formula by putting (4) in (3), 


hole kein) af (5) 


directly from (5) follows the proposed principle of operation of protecting the control channel of an unmanned 
5 : Bee, : : : R ge ne age 
vehicle (more precisely, its simplest version). Provided that the unit vector ne that specifies the direction to the 
0 


transmitter is known, as well as the vectors 7;, the proportionality factor B in (5) is also known. 
B=k=(n,-17) (6) 
= he (iG 


By splitting the radiation receivers into pairs and using differential amplifiers, it is possible to obtain 
signals that differ only by a constant pre-known multiplier (6). Therefore, the protection of information is 
provided by the following method. If the signal comes from an authorized source, then the signals taken from 
the outputs of differential amplifiers, under the assumptions made, should differ from each other only by a 
factor of the form (6), which is predicted by computational means. If the signal comes from an unauthorized 
source, then it does not withstand the appropriate check and, in the simplest case, can be ignored. 

The simplest version of the circuit that implements this approach Figure 2 contains three radio wave 
receivers spaced apart in space so that the condition 2 > lr; = 7; | is satisfied. The signals from the receiving 
antennas are fed to pre-amplifiers 1;, which also perform matching functions. The signals from the outputs of 
amplifiers 1; and 12 are fed to the inputs of corrective amplifiers 2; and 22, which provide adjustment of the 
gain in order to eliminate factors associated, in particular, with the technological variation in the manufacture 
of radio components. The purpose of the corrective amplifiers is that at the output of amplifier 10, as well as 
amplifiers 2; and 22, exactly the same signals are formed, provided that the same radio wave arrives at all three 
receiving antennas. Further, the considered signals are divided into two pairs. The signals corresponding to 
these two pairs are fed to the inputs of differential amplifiers 3; and 32, which, under the assumptions made, 
perform the differentiation operation, i.e. make it possible to obtain a result corresponding to (3). The signal 
from the output of one of these amplifiers 3 is fed to the input of another corrective amplifier, which multiplies 
by the amplitude factor corresponding to (6). As a result, if the signal comes from an authorized source, at the 
output of the differential amplifier 4, a signal is generated that is interpreted as a logical zero. The remaining 
elements of the circuit are designed to ensure the operation of the corrective amplifiers in the mode described 
above. Their work is ensured by the fact that in the signals coming from an authorized source, frames are 
allocated that are intended to provide correction. These frames are interleaved with frames carrying an 
information (control) signal. During these frames, the transmitter generates a strictly monochromatic signal at 
the carrier frequency. 

At time intervals corresponding to frames intended to provide correction, an opening signal from the 
microcontroller 5 is supplied to the inputs of the electronic switches 6;. The signal from the preamplifiers 1; is 
supplied to the second inputs of these electronic switches. Next, the signal from the outputs of the keys 6; is 
fed to the rectifiers 7;. The signals from the outputs of the rectifiers 7; are grouped in pairs and fed to the inputs 
of the differential amplifiers 8; and 82, which generate signals, on the basis of which the microcontroller 5 
generates control signals supplied to the correction amplifiers 2; and 22. The control signal applied to the 
correction amplifier 33 is determined by calculation using the data coming to the microcontroller 5 from the 
output of the positioning system 10. When the radiation source is identified as “friend”, the opening signal is 
sent to the electronic key 9, and then to the control systems of the unmanned vehicle. 


3.2. Simulation results 

For clarity, let us consider the implementation of the proposed approach by means of simulation 
modeling. Figure 3 shows the result of assembling the circuit corresponding to Figure 2 in the LTspice software 
environment. Corrective amplifiers are assembled on an operational amplifier according to a negative feedback 
amplification scheme. To control the gain, a digital variable resistor is connected in series to the feedback loop. 
The value of the variable resistor is set by the microcontroller and thus the gain of the corrective amplifiers is 
controlled. 
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Figure 3. Scheme assembled in the LTspice software environment 


In the circuit used to illustrate the proposed approach, blocks 21, 22, 31, 32, 33, 4 are implemented 
without auto gain control. To demonstrate the operation of the circuit, conventional resistors were used instead 
of digital variable resistors, the value of which was determined by calculation using (4) and (5). Graphs that 
clearly show the nature of the principle used are shown in Figure 4 and Figure 5. The data for these graphs 
were obtained by the built-in LTspice tools and then transferred to Excel for the convenience of graphical 
display of the data obtained. Figure 4(a) and Figure 5(a) refer to the case when a set of harmonic signals was 
applied to the system inputs, Figure 4(b) and Figure 5(b) refer to the case of a phase-modulated signal. 


(a) (b) 


Figure 4. Plots of model signals at the outputs of blocks 1o (curve 1), 2; (curve 2), and 22 (curve 1); (a) the 
case of a monochromatic signal and (b) the case of a phase-modulated signal 


The Figures 4(a) and 4(b) shows three signals corresponding to the outputs of blocks 1, 21, and 22. In 
essence, this is the same signal, but shifted in phase and equalized in amplitude, which makes it possible to use 
(3). Specifically, the phase shifts used correspond to values of 14° and 28°. The Figures 5(a) and 5(b) (curves 
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1 and 2) shows the signals corresponding to the outputs of differential amplifiers 3; and 32. It can be seen that, 
in (3), these signals are almost identical in shape, but differ in amplitude. The same figure (curve 3) shows the 
profile of the signal that is formed at the output of differential amplifier 4 after equalizing in amplitude with 
the help of corrective amplifier 33. It can be seen that this signal is really close to zero. More precisely, the 
amplitude of this signal is determined only by the highest derivatives, omitted in the expansion in the Taylor 
series (4), therefore, in terms of amplitude, it is actually more than an order of magnitude smaller than the 
signals at the output of differential amplifiers 3; and 32. 
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Figure 5. Plots of model signals at the outputs of blocks 3; (curve 1), 32 (curve 2), and 4 (curve 3); (a) the 
case of a monochromatic signal and (b) the case of a phase-modulated signal 


3.3. Possibilities for further improvement of the proposed methods 

The considered example is mainly illustrative. In particular, the issue of the noise level, and, 
consequently, the resolution of the information protection methods of the proposed type, remains outside the 
scope of the proposed consideration. Nevertheless, the considered example shows that it is possible to draw a 
quite definite analogy between information channels implemented in the radio and optical bands. The fact that 
this analogy is very fruitful is also confirmed by the rather rapid development of radio holography, which has 
been taking place over the past decades [15]-[17]. This analogy can be developed further. The Figure 6 
schematically illustrates the concept of optical thickness, which is used in Fourier optics [18] to describe the 
operation of such optical elements as a lens. The formula describing the transformation performed by the lens, 
in terms of Fourier optics, is as; 


u(x, y) = TH, yuo y) (7) 


where u(x, y) is the field distribution in the “input” plane of a thin lens, T(x, y) is its complex-valued 
transmission function, u(x, y) is the field distribution in the “output” plane. 


D(Xo,Yo) 


Figure 6. To the definition of the optical thickness function 


The terms “output” and “input” planes are partly conditional, since in the thin lens approximation 
these planes coincide geometrically. In essence, they only emphasize that the transformation performed by an 
optically “thin” element reduces to multiplication by the phase function. We emphasize that (7) is written in a 
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general form; it is valid for any element that can be considered as optically thin (paraxial optics approximation). 
In particular, this formula also describes the functioning of holographic elements that work using diffraction 
effects. Concretization of (7) for elements similar to a lens, i.e. representing a body made of an optically 
transparent material, has the following form; 


u(x,y) = exp[ikD (x, y)] u(x, y) (8) 


2 : ; é 
where k = = n-wave number, D(x, y)-optical thickness function. 


The optical thickness function Figure 6 is numerically equal to the thickness of an element made of a 
homogeneous material at a point with coordinates (x, y), i.e., this is the length of the segment lying inside the 
element, passing through the point (x, y) and lying on a straight line perpendicular to the optical axis. It can 
be seen that the description of an arbitrary “thin” optical element is reduced to performing the operation of 
shifting the oscillation phase. Therefore, if we switch to the radio range and replace a “continuous” optical 
element with a set of discrete ones Figure 7, it turns out that an analogue of any “thin” optical element can be 
synthesized in the form of a set of controlled phase shifters. 


Figure 7. Illustration for the mechanism of operationof a virtual radioholographic lens 


Such phase shifters are well known for harmonic oscillations. But, when working with information 
security systems, it is necessary to ensure the introduction of a phase shift for an arbitrary oscillation. Such an 
operation is achieved by inverting (5). Indeed, if the derivative of a function at some point in time is known, 
then by adding to it the derivative multiplied by a given coefficient Q, one can obtain the same function, but 
shifted in time by an interval specified by Q. 


ai 
dt 


Ji(wt £ pi) = Ji(wt) + Q (9) 

The corresponding electronic circuit can be assembled based on the circuit shown in Figure 3 with the 
inclusion of additional adders that ensure the execution of operation (9). Obviously, the accuracy of such an 
operation remains limited, since it is valid only as long as one can use the Taylor series expansion up to the 
first derivative. However, if systems similar to radioholographic systems are used, i.e. since there are several 
receivers spaced apart in space, then it is permissible to calculate derivatives of higher orders. 

Of course, the radio engineering calculation of derivatives of higher orders is associated with an 
increase in the role of noise. However, for the purposes under consideration, one can also switch to the use of 
signals considered as functions that take values in Galois fields [19], [20]. This can be done with respect to 
almost any digitized signal [19], [20]. The operation of differentiation in such fields involves the use of finite 
values, i.e., the analogue of the Taylor series in this case is not necessarily associated with the use of signals 
decreasing in amplitude. In addition, when using signals that can be expanded into generalized Rademacher 
functions [20], the analogue of the Taylor series becomes finite. In this regard, it is also appropriate to 
emphasize that nontrivial algebraic structures are already being used in radio holography [21], and the 
possibilities of their use for digital signal processing are continuously expanding [22]. There is also the 
possibility to implement operations in Galois fields using the usual “binary” element base. There are also some 
other possibilities, for example, related to the features of slowly changing signals, the “digital” derivatives of 
which can be found using frequency filtering [23] and using the apparatus of ternary logic [24], [25]. 
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4. CONCLUSION 

Thus, for transmissions in the line-of-sight zone, it is possible to implement information protection 
that does not require the use of cryptographic methods. The protection of information in the area of direct radio 
visibility is becoming increasingly important, in particular, in connection with the increasing use of unmanned 
vehicles, including those designed to provide certain services to the population. The proposed principle of 
information security is based on the obvious fact that both radio waves and light are electromagnetic 
oscillations that differ only in wavelength. The protection of information in the optical range can only be 
ensured by linking the signal source to a certain point or to a certain direction. In the case when the signals 
come from this particular point, they are interpreted as reliable. The materials of the work show that a similar 
method of information protection can also be implemented in the radio band for the case when the transmitter 
and the set of receiving devices are in the zone of direct radio visibility. Here you can offer a very wide range 
of technical solutions. In the simplest case, an information security system based on multichannel radio 
engineering differentiation is realizable; in more complex cases, a technique for synthesizing analogues of 
optical elements based on the use of phase shifters can be used. When using digital transmission of information, 
the principle of operation of phase shifters that implement analogs of optical systems can be based on the use 
of specific properties of Galois fields. 
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